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The solution deals with a sys- 
tem for the protection of physical doc- 
uments against illegal and unautho- 
rized alteration, modification or coun- 
terfeiting, and allowing for falsifica- 
tion-proof confirmation of the inspec- 
tion of the document, and minimizing 
the influence of the human factor. The 
system consists of at least one docu- 
ment generation block (300), creating 
from the document data source (200) 
with the involvement of an operator 
(800) and/or (801) the physical form 
of the document. The system also in- 
cludes the crypto mark (400) carried 
by the document which then becomes 
a component part of the shadow doc- 
ument database (101); at least one 
document control block (500) which 
scans the crypto mark (400) carried 
by the document, verifies its authen- 
ticity, displays the critical part of the , w 
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The system and met hod of protection and handling of document* 
Technical Field 

The invention relates to the system and method of protection of integrity of printed 
documents, and to prevention of their unauthorized modification, counterfeiting and 
performing of related activities, as well as to minimizing of the influence of the human factor. 

Beckground Art 

The literature describes several ways of the protection of documents, all of which are 
aimed at the protection and encryption of documents and the prevention of their 
unauthorized modification and counterfeiting. Considering the system and mode of the 
protection, there are three basic concepts. 

The first of them deals with the protection of a document as such (i e checks 
various types of identification documents). This group of documents carries protective 
marks including e.g. a protective type of paper they are made from, ink and fibers sensitive 
to ultraviolet light, pantographs, artificial water-marks, embossing etc. Numerous reports 
deal with the protection of checks and other documents, e.g. deeds of donation motor 
vehicle identification documents and certificates of titles, airline tickets, school diplomas 
various admission tickets, securities, bonds, certified copies of school certificates and various 
types of legal documents, etc. The system involves e.g. protective inks either indicating that 
the document has been altered or enabling the verification of the original copy (deletable 
inks, fluorescent inks, infra-red inks, inks penetrating into the depth of the paper the 
document is printed on, thermochromic inks, chemically reactive types of paper protective 
fibers, water-marks, etc. (Copyright 1996 FORM magazine, 433 - E. Monroe Avenue 
Alexandria, VA 22301). Apart from water-marks and fluorescent ink, the systems very often 
utilize also the photomicrograph. This group of "hidden marks" represents an effective 
deterring means offering an efficient protection against copying and scanning of documents 
In order to achieve maximum protecting effect, the documents belonging into this group 
should include several marks (e.g. some types of recently used checks carry up to 16 anti- 
cnminal marks). Other often used modes of protection utilize various printing techniques 
such as multicolor prismatic printing, holographic printing, foil embossing, etc. 

The second concept is based on the protection of the content of the documents (i e 
of the data incorporated into the given document). EP 0084441 A2 830727, for example 
deals with the mode and technology used for the protection of computer software against 
unauthorized use. This class of protection methods is the most numerous one and more 
examples shall be given in the text below. 

The protection of the "uniqueness" of the document, i.e. of the document the content 
and base of which cannot be duplicated, represents the most elaborate way of protection, 
and methods representing the combination of the preceding two concepts are available at the 
time being. 

The area of the protection of documents and of their handling involves solutions 
ensuring certain partial aspects of the protection, such as: 

Protection of the base of the document through different printing, graphic and paper 
production technology-related elements. Other systems may involve chemical optical 
electromagnetic and similar protective elements representing an effective barrier to the illegal 
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production of the protected documents (bills, checks, bonds, securities, admission tickets 
etc.). 

Protection against duplication of documents, e.g. through creation of a special 
graphic mark(s) as an integral part of the document. Specially equipped copiers (available at 
specialized workplaces) shall recognize such mark(s) and shall thus refuse to codv the 
document (US Patent No. 5502575). 

Protection supplemented with an active element making it possible to transport on 
the document a protective mark able to activate the appropriate equipment (copier fax) 
which in turn will carry out the instruction (US Patent No. 523 1 663). 

Elements carried either in the text of the document or in the document as such 
providing for the automated handling of printed documents through marks representing 
either numbers or other types of information required for the appropriate classification of the 
document (name of the author, title, serial number, date, etc.). These marks may be in the 
form of bar codes or information included directly into the base of the document (US Patents 
Nos. 5490217 and 5486686, respectively). 

Yet another group of relevant technologies is represented by techniques used for the 
inclusion of certain protective information into a document printed on paper- 
Methods making it possible to print through various graphic combinations on certain 
places, designated for that purpose within the document, scannable data either in the form of 
double-value surface information (US Patent No. 5337362) or as more complex and intricate 
two-dimensional (2D) bar codes (e.g. US Patent No. 5243655), or by sophisticated optical 
cryptographic methods (US Patent No. 5488664) belonging into the group of the so called 
'water-marks* (analogous to classical water-marks). Other methods include rather complex 
encrypting techniques (data embedding) and advanced methods based on hidden information 
included directly into the base of the document (watermarking) which are not visible and/or 
legible to the naked eye (e.g. US Patent No. 5629770). However, information included into 
the document in this way is rather limited (serial number of the document, copyright-related 
data, originator of the document [person or software], etc.). 

The third group is represented by technologies protecting either a certain form of the 
contents of the document - e.g. its scanned/printed form (including fax) - or a part of a 
document which is in data form, with the aim to authenticate both the document and its 
contents. However, the protective mark does not allow for the determination of the data 
form of the document or of its part. This type of protection is represented by various 
authentication methods based on signature, and is used in the case of electronic form of 
documents (e.g. US Patents Nos. 5530755, 5255106, 5388158, 5157726). 

The authentication of the document (of its scanned graphic version) will be carried 
out at the document inspection/use point, verifying thus the integrity/intactness of the 
content of the document, However, the document itself - in the data form - remains inactive 

A specific category of technologies is represented by techniques protecting through 
partially cryptographical methods the content of a document in its printed bitmap form After 
encryption (also scrambling), a signature will be created and printed at the sending side At 
the receiving side, the document will be decrypted (descrambled) and the 
correctness/authenticity of the signature will be checked. This category allows for direct 
protection of the contents of the document, regardless of its original data form (e a US 
Patents Nos. 5321749, 5491536). 

However, the available literature does not describe any solution utilizing 
cryptographic tools for the creation of a broad system that would provide comprehensive 
protection of the document and, at the same time, of the activities associated with its 
handling, and that would be based on protected feed-back information from the critical 
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points of the movement (and/or functions) of the document. However, such a solution 
represents the subject of the present invention. 

Disclosure of the Invention 

The method and the system of the protection of printed documents and operations 
related to their use are based on the generation of falsification-proof and non-alterable ways 
of information transfer within the variable environment of the system as a whole Within this 
environment, the information which is in an electronic form is being transformed into a 
printed document (hard copy). Another important aspects of this invention are the exclusion 
of the human factor from all critical operations, and the introduction of an effective and 
falsification-proof feedback from the critical operations themselves as well as from the points 
where these critical operations are being effected (places of the creation and inspection of 
the document). 

The subject of the invention is a system designated for the protection of physical 
documents against illegal and unauthorized modification or counterfeiting and allowing for 
falsification-proof confirmation of the inspection of the document and minimizing of the 
influence of the human factor. The system consists of: 

- at least one document generation block, creating from the data source and with the 
involvement of an authorized operator the physical form of the document, a crypto-mark 
earned by the document, and a shadow document database; 

- at least one document inspection block, scanning and verifying the authenticity of the 
crypto mark carried by the document, displaying the critical parts of the document 
generating the crypto stamp to be placed by an authorized operator or equipment onto the 
document, and creating the feedback document database; 

- at least one key generation and distribution block; 

- at least one document database comparison block; 

- at least one document source block. 

The document generation block consists of a processor, carrying out the data processing 
and containing the crypto keys, a document printing block, a crypto mark generation block 
a safety block, a real time block, a displaying block, and a shadow document database 
generating block. 

The document inspection block consists of a processor carrying out the data 
processing and containing the crypto keys, a document printing block, a crypto mark 
scanning block, a safety block, a real time block, displaying block, a shadow document 
database generating block, and a crypto stamp generation block. 

The key generation and distribution block consists, of a generating block a key 
storage block, and a key distribution block. 

The database comparison block consists of a comparison and evaluation block, a 
comparison conditions block, an alarm and warning generating block, and a statistical 
summaries block. 
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The subject of the invention includes also the method of protection of physical 
document against their illegal and unauthorized modification and counterfeLg and 
allowing for falsification-proof confirmation of the inspection of the document' and 
minimizing of the influence of the human factor. The system consists of: 

- cryptographic processing of the selected data which is carried out at the place of the 
generation of the document and which is the source of the data required for the printing 
of this physical printed document, as well as transforming of the data into a form 
representing the basis for the generation of the crypto mark; 

- generating of the crypto mark by the equipment designated for that purpose which takes 
p ace after the transformation of the data cryptographically processed for the purpose of 
he crypto mark generation; the crypto mark thus generated becomes unseparated part of 

StS^^SJ'?* S beC ° meS US transfe ™g the crypL mark to the 

place(s) of the use of the document; 

- scanning of the crypto mark at the document inspection verification point and its 
transformation into a data form; 

" ^l^y^T* 10 ?? 0 '** verification ~ b **d on the scanned crypto mark 
- of the integrity and validity of the data; 

- approval by an authorized operator of the inspection of the document and of the 
associated activities, earned out after the completion of the inspection- 

- generation and displaying of the crypto stamp linking unambiguously the controlled 
document to the place and exact time of the inspection carried out by an authorized 

- affixing of the crypto stamp onto the controlled document for the purpose of its further 
equipment ° Perat ° r * ™ y ° T wWl the USe of an a PP™pria* 

of .h, SUb f " ^ inventio " 5nc,ude * also the collecting at the point of the generation 
dUnlh T J document thus created, their equipment with electronic signature and 
dispatching either mdividually or in batches in the encrypted (protected) form afa shadow 
database into the database comparison block. "waow 

All documents that have passed the inspection step shall be gradually accumulated at 

ndividuT '"TIT P ° ,nt Wh6re ShaU bC e,ectronical, y ^ and dispatched either 
mdmdually or in batches in an encrypted (protected) form as a feedback database into the 
database comparison block. ne 

The crypto mark thus generated, if it is in the form of an individual physical bbiect 
(e g. sticker, annex, supplement, etc.), shall be permanently attached to the document. 

The crypto mark - if generated in the same way as the document - becomes 
the part of the surface of the earner material (e.g. paper) designated for that purpose. 

The crypto mark thus generated may be embedded either into the text of the 

^ «** ,hr ° Ugh Wa ™ fe " ™° - 
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* D ?^ om P a J ison J block Performs the comparison of the database operations over 
the contents of the shadow DB and feedback DB 

Based on the data scanned from the crypto mark and data received from the point of 
the inspection of the document, the crypto stamp generation block located at the document 
inspection point will generate a crypto stamp, by cryptographic operation. 

In the step that follows, the crypto stamp will be either placed, affixed onto or 
coupled with the document. 

k a- . 1 ? e t k f y , 8en u era ! i0n b !° Ck Wi " Create the encr yPtion and decryption keys which will 
be distributed by the key d,stribution block through safe channel(s) into tL dolmen 
generation and document control blocks. uuwimem 

The operator will then perform the operation related to the verification of his/her 
authorization to carry out the given set of activities, performed against the document 
generation block through the security block. document 

. l n the f " e f ste P> the °P era ^ will then perform the operation related to the 
venfication of his/her authorization to carry out the given set of activities, performed against 
the document inspection block through the safety block. 

Finally, the operator will perform the verification of his/her identity and authorization 
Wock7 ^ 3CtlV,t,eS inV ° ,Vin8 thC USC ° f the dOCUment S™*™ and '"^'on 

The invention provides solution for the generation of a structure involving safe 
ransfer channels between the document generation, document inspection, key geTratbn 
and distnbution, document database comparison, and document sou ce blocks and 
detemumng the relationships of those blocks with the printed document and the crypto mark 
attached to ,t and also with the crypto stamp. The invention introduces into one offfie most 

TrTtL y, , K e - ,nt ° the « Pr ° CedUre ° f the mS ^ tion of *» d <«t, at leastTo 
Z TL T f ^ t0 thC «*■*»«* °f both the safety of that activity 
and the future auditing of the document. Those two operations are the machine-med ated 
transfer of the contents of the document, or of its most important parts from thTcwnto 
mark, and the transfer of the scanned information into the computer. The 'compter veXs 
foL A fi rth ' nteg " ty of the d °« and generates its original/authentic and true 
torm. As a further step, the computer generates a crypto stamp. The crypto stamp that is 

r^fttl^: ° f h r d -™ Uen) ° nt ° SdocSd. served T£££ 

proof that the operator has earned out the required control activity. 

si,™ a ffl 8 H C f imp ° rtance is also the fact that the document, together with the crypto 
avZbh^ rePreSemS 3 COmmunication channel characterized by a high degree of 

betwe^nf TT ^ ° f thC inVenti0n is the Cl0sure of a in spection feedback 

EhTZLS* nf \ S TTu" md inSpCCti0n ° f the d0CUment ' which * effected in the 
DB comparison block, and which represents a cryptographic and safe closure of all activities 
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ttTocument iated ^ ^ COnSiSti " 8 ° f 8enerati0n - a " d ms ^ on of 

The security aspect of the invention is further enhanced by the activities effected 
wrthin the secunty block which are aimed at safe determination of the authorStion of a 

ofthe rcumen! 0 ^ aCtiVhieS ^ ^ g eneration/crea <i°n and inspection 

Similarly, the key generation and distribution block carries out safety operations 
resulting m cryptograplucally safe generation of keys, their storage, and safe distribution ^o 
the points of their use. 



Brief Description of Drawings 

Figure 1 shows all of the above mentioned blocks which represent the principal 
components of the invention, and their mutual interconnection and/or fimctiona 
relationships. Figure 2 shows the DB comparison block. nmctiona! 

Best Mod e for Carrying Out the Invention 

Example 1 

The system as a whole represents a safe and functional environment enabling the 

whSn°^fficT t,C f l^TV^ ^ dOCUmem " 8Cnerated in the document sour ^ 200 
which itself is located w.thm the document generation block 100. The crypto mark 400 m^ 

be affixed onto a document either at the time of its generation or later 

Document 30Q with the crypto mark 400 affixed to it is transferred to the document 
inspection point that is located within the document inspection block 500 Both blocks are 
connected through a safe and authenticated way with an operator 800 (and/or 801) 

At the inspection point, which is located at the document inspection block 500 the 
operator ?0i verifies his/her authorization to perform the inspection operations "Having 
scanned the crypto mark 400 from the document 300, the document control block 500 
carries out a cryptographic verification ofthe integrity ofthe document 300 and displays"^ 
electronic form. Operator 801 makes a decision regarding the conclusion!* the documen 
control and enters the corresponding command into block 500. The document control block 
50Q generates through a cryptological method a crypto stamp 900, which will be displayed 
and either manually attached or directly printed onto the document 400 

The generation of a document in the document generation block 100 is either 
accompanied or followed by the generation of a cryptographicaUy protend shadow 
document database (DB) 101. The document is stored in the shadow DB 101 and sent in an 
encrypted and protected form into the DB comparison block 600 

feedback nftlLr.nT" d ° amm ~ to the inSpection b,ock the 

feedback DB block 503 creates a cryptographically protected database of inspected 

documents and the electronic form ofthe document is saved and sent in a protected and 
encrypted form into the DB comparison block 600. 
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The key element of the document generation block JOO is the processor 102 
integrating within the document generation block 100 the (program) functions of other 
blocks. 

The crypto mark generation block J03 which may be realized either as an 
independent block or as a software function within the processor block 102 generates 
through its cryptographic function a crypto mark that will be subsequently printed onto the 
document 300 . 

The document itself will be created either independently from the crypto mark 
through the print function 105 or within a single united technological step. 

The document generation block contains the document display block J06 displaying 
for the needs of the operator 800 the information contained in an electronic or any other 
form in the document source 200. The operator identifies and authenticates himself/herself 
through the security block 104. 

The real time block J07 maintains the information on the real time required by the 
cryptographic operations needed for the generation of the crypto mark. 

Another integral part of the document inspection block 500 is the crypto mark 
scanning block 501 which transforms the machine-readable crypto mark into the electronic 
form that is subsequently sent to the processor 502. The processor 502 carries out 
cryptographically the integrity verification and transmits the electronic form of the document 
300 into the displaying block 506 where it will be made available to the operator 801 who 
has meanwhile authenticated himself7herself against the document inspection block 500 
through the security block 505 . 

Based on the information collected from the electronic form of the document 300 on 
the data provided by the real time block 507, on the data regarding the location of the 
document control block 500, and on the data on operator 80J. provided by the security block 
505, the crypto stamp generation block 504 will generate a crypto stamp 900. 

The operator 80! will affix the crypto stamp 900 to the inspected document 300 
either manually according to information displayed on the displaying block 504 or 
alternatively, via an automated equipment (printer) connected to the crypto stamp veneration 
block 504. 

Key generation and distribution block 700 performs a cryptographically safe 
generation of keys used in the cryptographic operations carried out within items 100 500 
and 600. ' ' 

The key storage block 702 located within the key generation and distribution block 
stores the keys that are used for the needs of blocks 100, 500, and 600. 

The key distribution blocks 701 A and 701B perform - through communication with 
blocks J00, 500, and 600 - the distribution of the keys and their updating. 

The key generation block 703 generates the crythographically safe keys, - 

The DB comparison block 600, which is shown in more detail in Figure 2, performs 
the comparison of individual items from two databases, i.e. from shadow DB KH and 
feedback DB 503 sent into block 600 from block 500. 

The comparison and evaluation proceeds within the block 60J. according the 
appropriate comparison and evaluation criteria available from block 603. The resuhs are 
entered into the alarm and warning block 602 . 

The statistics summary block 604 creates databases for the needs of higher statistical 
operations. 
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Example 2 

One of the preferred applications of the presented invention is its use for the 
protection of both customs documents and operations involving those documents. 

Customs documents are generated in an electronic form to be subsequently converted 
into their printed versions on internationally standardized forms. At the places of their 
creation, the appropriate customs officials affix to the documents thus created their 
traditional stamps and signatures. The document contains less than 200 characters which 
form the critical information. 

The invention enables the documents to be marked by a sticker carrying a crypto 
mark containing, besides the electronic signature with the secret key of the customs house 
where the document has been created, also the entire critical information characterizing the 
document, which is in an encrypted form. The crypto mark may be, for example, in the form 
of a complex bar code printed by a laser printer on a paper base (the sticker). 

One copy of the document remains at the place of its generation, while the other 
copy (provided with the same sticker) is transferred by the party involved in the customs 
transaction (e.g. the importer or exporter) to the document control point (e.g. the customs 
house at the border crossing). 

All data regarding the document and the customs officer are entered in an encrypted 
form into a shadow database and sent to a point where they will undergo comparison. 

At the document control point, the inspecting authority scans the crypto mark by a 
laser scanner connected to a computer and the information it contains will be displayed on 
the screen. The critical parts of the documents thus displayed shall be compared with their 
counterparts which are in the printed form of the same document. Having performed the 
remaining operations of the customs proceedings (inspection of the cargo and verification of 
its intactness), the customs officer concludes the proceeding by entering the appropriate 
command into the computer. 

The data will be entered in an encrypted form into a shadow database, this procedure 
will be followed by the displaying of a set of numerals representing the crypto stamp which 
will be written by the customs officer (by hand) onto the document that is being inspected. 

Every customs officer (the operator), whether at the place of the creation of the 
document or at the document inspection point, proves to the computer his/her authorization 
to perform the required customs-related operation by the use of a special token (e.g. a 
special form of a chip card). The identity of the customs officer will be recorded in both 
databases (i.e. the shadow DB located at the place of creation of the document and the 
feedback DB located at the document inspection point). 

The electronic signature is performed by an asymmetric cryptographic method 
ensuring the minimization of the danger of the loss* of -the key (i.e. in the case when the 
computer at the document control point is a portable hand-held bar code scanner with a 
built-in micro processor, a small displaying unit and a keyboard capable of the full scale 
generation of the crypto stamp). 

The Center carries out the complex process of the item-matching process which is 
based on data extracted from both databases (shadow and feedback) and generates the 
warning/alarm messages for the appropriate customs authorities. 

The crypto mark and or crypto stamp may be used successfully also in the number of 
other applications, e.g. in customs warehouses, in the handling of documents associated with 
the flow of goods to and from warehouses, etc. 
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The invention may be utilized also in the handling of the documentation and 
accompanying subsequent operations within large transport systems (cargo, air, rail, and 
road transport). 

Industrial Applicability 

A viability of the industrial applicability of the invention may by documented by its 
possible use in the areas of customs-related operations and logistical operations within large 
transportation system, as outlined in the above described examples. 
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Claims 

1. A system designed for the protection of documents and for preventing their 
unwarranted and unauthorized alteration and counterfeiting, enabling a falsification-proof 
confirmation of inspection-related operations, and minimizing the effect of the human factor, 
characterised in that consist of: 

- at least one document generation block (300) generating on the basis of document data 
source (200) and with the participation of an authenticated operator (800) a physical form 
of a document, a crypto mark (400) to be affixed onto that document, and a shadow 
database ( 1 0 1 ) for the storage of such documents; 

- at least one document inspection block (500) performing the following functions: 
scanning of the crypto mark (400) borne by the document, verification of the°authenticity 
of that document, display of the critical parts of the document and generation of a crypto 
stamp (900) to be affixed by either an authenticated operator (800) and/or (801) or by an 
appropriate equipment to the document, and generation of a feedback document database 
(503); 

- at least one key generation and distribution block (700); 

- at least one document database comparison block (600); 

- at least one document source block (200). 

2. A system as claimed in Claim 1, characterised in that the document generation block 
(101) consists of: 

- a processor (102) performing the processing of data and storing of the crypto keys; 

- a document printing block (105); 

- a crypto mark generating block (400); 

- a security block (104); 

- a real time block (107); 

- a displaying block (106); and 

- a shadow document database generation block (101). 

3. A system as claimed in Claim 1, characterised in that the document inspection block 
(500) consists of: 

- a processor (502) performing data processing and storing of the crypto keys : 

- a block performing the scanning of the crypto mark (501); 

- a security block (505); 

- a real time block (507); 

- a displaying block (506); 

- feedback document database creating block (503); and 

- a crypto stamp generating block (504). 
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4. A system as claimed in Claim 1, characterised in that the key generation and 
distribution block (700) consists of: 

- a key generating block (703); 

- a key storing block (702), and 

- a key distribution block (701 A) and/or (70 IB). 

5. A system as claimed in Claim 1, characterised in that the database comparison block 
(600) consists of: 

- a comparison and evaluation block (601); 

- a comparison criteria block (603); 

- an alarm and warning generating block (603); and 

- a statistics summary block (604). 

6. A method for the protection of documents and for preventing their unwarranted and 
unauthorized alteration and counterfeiting, enabling a falsification-proof confirmation of 
inspection-related operations, and minimizing the effect of the human factor, characterised 
in that consist of the following steps: 

Cryptographic processing of selected data at the place of the generation of the 
document which serves as the source of data for the printout of that document and 
conversion of the data into a form representing a basis for the generation of the crypto mark 

Generation of a crypto mark by the appropriate equipment after the transformation of 
the cryptographically pre-processed data; the crypto mark becomes unseparable component 
of the document that will thus become its carrier mediating its transfer to another location of 
use of the document; 

Scanning of the crypto mark at the document inspection point and its transformation 
into a data format; 

Verification through cryptographic methods of the integrity and authenticity of the 
data scanned from the crypto mark 

Approval of the inspection of the document by an authenticated operator after the 
conclusion of the inspection and of all related operations; 

Generation and displaying of a crypto stamp which links the inspected document 
unambiguously to the location of the document control point and to the authenticated 
operator; 

Affixing of the crypto stamp to the inspected document for the purpose of its later 
processing either manually by the authenticated operator or by appropriate equipment. 

7. A method as claimed in Claim 6, characterised in that the following operations 
earned out at the place of the document generation: accumulation of all documents that have 
been generated, affixing to a set of such documents of an electronic signature and 
encrypting and transmitting of such documents either individually or as a shadow database 
into the database comparison block. 

8. A method as claimed in Claim 6, characterised in that the following operations 
earned out at the document inspection point: accumulation of all documents that have 
undergone inspection, affixing to a set of such documents of their electronic signature and 
encrypting and transmitting of such documents either individually or as a feedback database 
into the database comparison block. 
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9. A method as claimed in Claim 6, characterised in that the generated crypto mark - 
provided it is represented by an independent physical object e.g. a sticker, an appendix to a 
document, etc. - becomes permanently attached to the document. 

10. A method as claimed in Claim 6, characterised in that the generation of the crypto 
mark represents an integral part of the generation of the document and where it is generated 
by the same method as the document itself on the part of the carrier of that document 
designated for that purpose. 

11. A method as claimed in Claim 6, characterised in that the generation of the crypto 
mark is performed by its merging with either the text itself and/or with its graphic part or 
with the document print background. 

12. A method as claimed in Claims 7 to 8, characterised in that the database operations 
which are being carried out in the DB comparison block involve the contents of both shadow 
and feedback databases. 

13. A method as claimed in Claim 6, characterised in that the cryptographic generation 
of the crypto stamp in the document inspection block located at the document inspection 
point is carried out on the basis of data scanned from the crypto mark and data collected at 
the document inspection point itself. 

14. A method as claimed in Claims 6 and 13, characterised in that the crypto stamp 
becomes affixed to the document and and/or becomes connected with the document. 

15. A method as specified in item 6 where the key generation block performs the 
generation of the encryption and decryption keys and their transmitting by a protected 
channel through the key distribution block to the document generation and document 
inspection blocks. 

1 6. A method as claimed in Claim 6, characterised in that the operator performs through 
the security block the operations required to confirm his/her authorization to perform 
activities involving the document generation block. 

17. A method as claimed in Claim 6, characterised in that the operator performs through 
the security block the operations required to confirm his/her authorization to perform 
activities involving the document inspection block. 

18. A method as claimed in Claims 16 and 17, characterised in that the operator performs 
activities required to confirm his/her identity and authorization to perform activities 
involving the document generation and/or document inspection blocks. 
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